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The data and information contained in this document cannot be altered without the express 

written permission of SecuTech Solution Inc. No part of this document can be reproduced or 

transmitted for any purpose whatsoever, either by electronic or mechanical means. 

The general terms of trade of SecuTech Solution Inc. apply. Diverging agreements must be 

made in writing. 

Copyright © SecuTech Solution Inc. All rights reserved. 

WINDOWS is a registered trademark of Microsoft Corporation. 

The WINDOWS-logo is a registered trademark (TM) of Microsoft Corporation.     

Software License 

The software and the enclosed documentation are copyright-protected. By installing the 

software, you agree to the conditions of the licensing agreement. 

Licensing Agreement 

SecuTech Solution Inc. (SecuTech for short) gives the buyer the simple, exclusive and non-

transferable licensing right to use the software on one individual computer or networked 

computer system (LAN). Copying and any other form of reproduction of the software in full or 

in part as well as mixing and linking it with others is prohibited. The buyer is authorized to 

make one single copy of the software as backup. SecuTech reserves the right to change or 

improve the software without notice or to replace it with a new development. SecuTech is not 

obliged to inform the buyer of changes, improvements or new developments or to make 

these available to him. A legally binding promise of certain qualities is not given. SecuTech is 

not responsible for damage unless it is the result of deliberate action or negligence on the 

part of SecuTech or its aids and assistants. SecuTech accepts no responsibility of any kind 

for indirect, accompanying or subsequent damage. 
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Contact Information 

HTTP:  www.eSecuTech.com 

E-Mail: Sales@eSecuTech.com 

Please Email any comments, suggestions or questions regarding this document or our 

products to us at:  Sales@eSecuTech.com  

Version Date 

1.0 2011.7.25 

1.1 2012.4.4 
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CE Attestation of Conformity 

UniOTP is in conformity with the protection requirements of CE 

Directives 89/336/EEC Amending Directive 92/31/EEC. UniOTP 

satisfies the limits and verifying methods: EN55022/CISPR 22 Class 

B, EN55024: 1998. 

 

FCC Standard 

This device is in conformance with Part 15 of the FCC Rules and 

Regulation for Information Technology Equipment. 

Operation of this product is subject to the following two conditions: 

(1) this device may not cause harmful interference, and (2) this   

device must accept any interference received, including interference 

that may cause undesired operation. 

 

Conformity to ISO 9001:2000 

The Quality System of SecuTech Solution Inc., including its 

implementation, meets the requirements of the standard ISO 

9001:2000 

 

 

ROHS 

All UniOTP products are environmental friendly with ROHS 

certificates. 
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About this guide 

This User guide includes introduction of UniOTP PAM Authentication Agent 

installation and configuration in the Red Hat Enterprise Linux 5 operating system, 

and using the UniOTP authentication system to protect login authentication.  
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Chapter 1: PAM Authentication Agent 

installation and configuration  

1.1 Extracting files for Installation 

Please navigate to the directory where you saved your setup package 

(pam_secu.tar.gz). For example, in our system, the setup package is stored in 

/tmp/Desktop. Use the cd command to switch to that folder, and the tar command to 

extract the setup package, as the following picture shows: 

 

You will see the following information, after the package has been extracted. All 

extracted files will be stored in the same directory as the pam_secure.tar.gz. 
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1.2 Install PAM Authentication Agent  

To install the PAM Agent, you must login as root and then input “./install” to start 

installing the PAM Agent. 

 

The following information will be displayed. 

 

After installation, the system will ask you “Change configuration file now? [y/n]”. If 

you want to change the configuration file now, input y and press enter, otherwise, 

input n and press enter. For this example, please input n and press enter, 

configuration shall be described later in this document. The following information will 

be displayed: 

 

Please make sure the configuration file has been configured correctly, before 

restarting your computer, otherwise it may cause login failure next time. 
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1.3 Check the PAM Agent Installation  

You can check if the PAM agent has been installed successfully, by the following the 

method below. 

Please navigate to /lib/security to check the pam_secu.so file. 

 

Go to /user/lib to check the libuniotp_agent_c.so file. 

 

Go to /etc to check the secu_pam_agent.conf file 

 

If all these files can be found in the corresponding directory, the PAM Agent has 

been installed successfully, and the next step is to configure the PAM Agent. 



  
 
  

 
SecuTech UniOTP PAUM Authentication Agent User Guide Version 1.1  5 of 13 

 

Chapter 2: Control flag keywords 

There are four control-flag keywords: required, requisite, sufficient, optional and 

include. 

Required: This indicates that the success of the module is required for the module-

type facility to succeed. Failure of this module will not be apparent to the user until 

all of the remaining modules (of the same module-type) have been executed. 

Requisite: Similar to required, however, in the case that such a module returns a 

failure, control is directly returned to the application. The return value is associated 

with the first required or requisite module to fail.  

Note: this flag can be used to protect against the possibility of a user getting the 

opportunity to enter a password over an unsafe medium. It is conceivable that such 

behaviour might inform an attacker of valid accounts on a system. This possibility 

should be weighed against the concerns of exposing a sensitive password in a 

hostile environment. 

Sufficient: The success of this module is deemed `sufficient' to satisfy the Linux-

PAM library that this module-type has succeeded in its purpose. In the event that no 

previous required module has failed, no more `stacked' modules of this type are 

invoked. (Note, in this case subsequent required modules are not invoked.). A 

failure of this module is not deemed as fatal to satisfying the application that this 

module-type has succeeded. 

Optional: This control-flag marks the module as not being critical to the success or 

failure of the user's application for service. In general, Linux-PAM ignores such a 

module when determining if the module stack will succeed or fail. However, in the 

absence of any definite successes or failures of previous or subsequent stacked 

modules this module will determine the nature of the response to the application. 

One example of this case is when the other modules return something like 

PAM_IGNORE. 

Include: This tells PAM to include all lines of given type from the configuration file 

specified as an argument to this control. The idea is to create few "systemwide" pam 

configs and include parts of them in application pam configs. 

pam_secu.so supports debug functions. If you input debug following pam_secu.so 

the debug information will be added to the system log file (eg. auth sufficient 

pam_secu.so debug). You can specify the configuration file by using conf –directory 

(eg. auth sufficient pam_secu.so conf –/etc/secu_pam_agent.conf. The agent will 

find the configuration file from the specified directory, instead of the default). 
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Chapter 3: PAM Agent Configuration  

3.1 Configure the secu_pam_agent.conf file  

This file contains settings about system account, mapping of dynamic password 

names for system accounts, authentication server IP address shared keys and 

authentication server port. For more details, please read the introduction in the 

secu_pam_agent.conf file. 

 

The following file will be opened. Add a system user and other corresponding 

parameters as following picture: 

 

[User name]: a valid system account name (example: [root])  

 uniotp_account: Map an account name of dynamic password to user name 

 authserver: Authentication server IP address  

 share: Shared secret key from the authentication service administrator 

 port: Authentication servers connecting port  

 maxwait: The maximum time waiting for authentication server response 
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3.2 Configure the PAM Authentication Agent  

The PAM authentication agent configuration is adding the OTP Server PAM 

authentication agent program to the authentication module service, which is in 

/etc/pam.d. 

 

3.2.1 Configure command line login authentication  

Open the login file in directory “/etc/pam.d”, and add “auth required pam_secu.so” to 

the row: 

 

 

Save and quit, you have now finished all PAM agent configurations for command 

line login authentication. 
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3.3 Configure Desktop login authentication  

Open the PAM configuration file for gdm in directory “/etc/pam.d”, and add “auth 

required pam_secu.so” in the first row. 

 

 

Please save and quit. You have now finished all PAM agent configurations for 

desktop login authentication. 

Please make sure the configuration file has been configured correctly, before 

restarting your computer, otherwise it may cause login failure next time. 
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3.4 Configure remote terminal login authentication  

Open the sshd file in directory /etc/pam.d and add “auth sufficient pam_secu.so 

sshd” in the row: 

 

 

For remote login authentication configuration, you can only use sufficient. 

Please save and quit, you have now finished all PAM agent configurations for 

remote terminal login authentication. 
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Chapter 4: Testing PAM 

Authentication Agent  

4.1 Testing Command line authentication  

Input user name [root] and press enter. The system will ask for OTP[PIN]. Input the 

dynamic password generated by your OTP device and your PIN following OTP in 

this line and press enter. In the next Password line, input your static password and 

press enter. You will login as root, if you see “[root@localhost ~]#”. 
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4.2 Testing Desktop login authentication  

After configuring the gdm file, you can login to the system by using the GUI, please 

input the user name when the following login interface appear. 

 

Input user name [root], and then the OTP password interface will appear. 

 

Please Input OTP and PIN, and then press enter. If you can login the system, you 

have successfully configured the PAM agent for desktop login authentication.  
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4.3 Testing remote login authentication  

We use SecureCRT as the remote login tool. After UniOTP protection is enabled for 

remote login authentication. You must input OTP+PIN in password to login to the 

host computer, and click on OK. 

 

Once login has been successful, the following picture is displayed: 
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